
  

 

Universidade do Minho 
Escola de Engenharia 

 
  
 
 
 

Ana Paula Fernandes Martins 
 

Fraud Detection and Anti-Money 
Laundering applying Machine 
Learning techniques in 
Cryptocurrencies Transactional 
Graphs 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
February 2023 

Fr
au

d
 D

et
ec

ti
o

n
 a

n
d

 A
n

ti
-M

o
n

ey
 L

au
n

d
er

in
g 

ap
p

ly
in

g 
M

ac
h

in
e 

Le
ar

n
in

g 
te

ch
n

iq
u

es
 in

 C
ry

p
to

cu
rr

en
ci

es
 T

ra
n

sa
ct

io
n

al
 G

ra
p

h
s 

A
n

a 
P

au
la

 F
e

rn
an

d
es

 M
ar

ti
n

s 
U

M
in

h
o

 |
 2

02
3

 





Ana Paula Fernandes Martins 
 
Fraud Detection and Anti-Money 
Laundering applying Machine Learning 
techniques in Cryptocurrencies 
Transactional Graphs 

February 2023 

Intermediate Report Masters Dissertation 
Integrated Master’s in Engineering and Management of 
Information Systems 
 
 
Work performed under the supervision of 
Miguel Abrunhosa de Brito 



ii 

 

INDEX 

List of Abbreviations and Acronyms........................................................................................... v 

List of Figures............................................................................................................................. vi 

1. Introduction ........................................................................................................................ 1 

1.1 Problem and Motivation .............................................................................................. 1 

1.2 Project Objectives ........................................................................................................ 2 

1.3 Intermediate Report Objectives .................................................................................. 3 

2. Research Methodology ....................................................................................................... 5 

2.1 Application of the Research Methodology .................................................................. 6 

3. State of Art .......................................................................................................................... 7 

3.1 Cryptocurrencies .......................................................................................................... 7 

3.2 Fraud ............................................................................................................................ 8 

3.2.1 Money Laundering ................................................................................................ 9 

3.2.2 Handling fraud..................................................................................................... 10 

3.3 Anti-Money Laundering ............................................................................................. 10 

3.3.1 Machine Learning ................................................................................................ 12 

3.4 Transactional Graphs ................................................................................................. 13 

4. Literature Review .............................................................................................................. 14 

4.1 Machine Learning for Anti-Money Laundering .......................................................... 15 

4.2 Graph Learning and Analysis for Detecting Fraud and Money Laundering ............... 18 

5. Method ............................................................................................................................. 21 

5.1 Dataset ....................................................................................................................... 21 

5.2 Tools ........................................................................................................................... 22 

5.2.1 Python ................................................................................................................. 22 



iii 

5.3 The exploitation of existing techniques ..................................................................... 23 

5.3.1 Supervised Learning ............................................................................................ 23 

5.3.2 Semi-Supervised Learning ................................................................................... 23 

5.3.3 The traditional strategy....................................................................................... 24 

5.3.4 Node Embeddings ............................................................................................... 24 

5.3.5 Deep Learning ..................................................................................................... 25 

5.4 Task ............................................................................................................................ 26 

5.4.1 Experimental Setup ............................................................................................. 27 

5.4.2 Evaluation Metrics .............................................................................................. 28 

6. Plan.................................................................................................................................... 28 

6.1 Risks ............................................................................................................................ 29 

6.2 Activities ..................................................................................................................... 29 

7. Conclusions ....................................................................................................................... 31 

References ................................................................................................................................ 32 





v 

LIST OF ABBREVIATIONS AND ACRONYMS 

ML Machine Learning 

AI Artificial Intelligence  

AML Anti-Money Laundering 

GAD Graph Anomaly Detection 

LSTM Long Short-Term Memory 

SVM Support Vector Machine 

NLP Natural Language Processing 

UTXO Unspent transaction output 

GCN Graph Convolutional Network 

GNN Graph neural Network 

LR Logistic Regression 

MLP Multilayer Perceptron 

DSR Design Science Research 

RF Random Forest 

  

  

  

  

  

  

  

  

  

  



vi 

LIST OF FIGURES 

Figure 1: Traditional ML strategy for node classification......................................................... 24 

file://///Users/ana.martins/Desktop/Relatório%20Intermédio.docx%23_Toc126070731
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1. INTRODUCTION 

Cryptocurrencies have become increasingly popular in recent years, with some experts 

arguing that they may be among the most promising fintech innovations of the decade. Their 

use has been expanding and has been applied to a wide range of activities. Now, major 

companies are beginning to accept payments in cryptocurrencies as an alternative to 

traditional fiat currencies. This suggests that cryptocurrencies have the potential to 

fundamentally change market mechanisms and financial services (Eigelshoven et al., 2021). 

As a result, research in this area is becoming increasingly important and has been receiving 

significant attention in recent years.  

The problem and motivation that gave rise to this work, as well as the established objectives, 

will be discussed subsequently. 

1.1  Problem and Motivation 

Despite the decentralized nature of blockchain technology providing inherent security, the 

unregulated nature of the cryptocurrency market presents opportunities for criminals to 

exploit vulnerabilities and engage in illegal activities such as fraud and money laundering. With 

the growing adoption of cryptocurrencies, it is imperative for organizations to implement 

robust measures and strategies to detect and prevent such illicit activities. 

This dissertation is sponsored by Uphold, a company that provides financial services through 

an online platform for the transaction of digital assets such as cryptocurrencies. This makes it 

a complex business with many players, where identifying anomalies and understanding user 

interactions is of great value.  As a company that handles cryptocurrencies on a daily basis, 

Uphold is at risk of being used to commit illegal transactions which makes it vulnerable to 

illegal transactions that can compromise the trust of its users and put the company in a 

vulnerable position with regard to compliance with laws, regulations, and industry standards. 

The use of Anti-Money Laundering (AML) controls, which have been traditionally employed in 

the traditional financial system to detect money laundering transactions, is also being 

extended to the cryptocurrency market.  
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Though it is commonly believed that fraudulent transactions are easily distinguishable from 

normal transactions, this is not always the case. Criminals often mimic the behavior of 

legitimate transactions to conceal their activities, making them appear as normal transactions. 

Additionally, as criminals constantly devise new methods to carry out their illegal activities, it 

is essential to continuously develop and implement new and improved methods for detecting 

them. 

Thus, the field of anti-money laundering (AML) is constantly evolving, with new methods and 

techniques being developed to stay ahead of financial criminals. One of the most promising 

areas of research in AML is the integration of machine learning (ML) algorithms to support 

traditional AML methods. ML techniques can be leveraged to extract patterns from data and 

identify suspicious activities, making it a valuable tool in this context.  

These algorithms have the ability to adapt to changing market trends and improve the 

effectiveness of AML efforts. Despite the potential of this research, the application of ML in 

AML is still in its early stages, leaving ample room for further study and development. 

The utilization of transactional data on blockchain technology provides new prospects for 

transaction network analysis. This can be achieved through the creation of visual 

representations of the transaction networks using transactional graphs. These graphs 

highlight valuable insights into the relationships between nodes, making them ideal for 

machine learning on graph data. However, traditional machine learning methods may have 

difficulty effectively handling the complex and non-linear connections present in graph data. 

Utilizing deep learning methods, such as neural networks, in combination with graph analysis 

can effectively identify complex relationships within the data and detect fraudulent activities 

in the cryptocurrency market. Additionally, deep learning methods can adapt and evolve with 

the market, making them an ideal choice for detecting fraud in a dynamic and ever-changing 

environment. In short, utilizing deep learning methods in combination with graph analysis is 

crucial for detecting fraudulent transactions in the cryptocurrency market, as it can effectively 

extract patterns and features from the data, even when they are hidden, and adapt to 

changing market trends. 

1.2 Project Objectives 
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Considering the aforementioned problem, this dissertation aims to investigate the 

cryptocurrency market and detect patterns of fraudulent behavior using graph and ML 

techniques to gain insights that can be applied to the Uphold platform to detect and prevent 

illegal transactions, thus supporting compliance with regulations and risk management 

activities. Specifically, the objectives of this dissertation are to evaluate the feasibility of using 

ML and graph analysis to detect fraudulent transactions in cryptocurrencies and to compare 

the performance of traditional ML methods with that of graph-oriented deep learning 

methods to identify an effective mechanism for detecting and preventing fraud in transactions 

on the Uphold platform. 

• To accomplish this goal, it is necessary to conduct research on key concepts related to 

this dissertation, such as fraud, and money laundering, and the measures companies 

must take to address them.  

• Additionally, a literature review on the use of ML and graph analysis in combination 

with ML to detect fraudulent transactions must be conducted. The literature review 

should encompass the techniques and datasets that have been used in recent studies 

on these topics, as well as their conclusions and any insights that have been previously 

discovered about fraudulent behavior, such as anomalies and patterns that are 

commonly observed. 

• Using the research as a foundation, the appropriate ML algorithms, and graph analysis 

techniques must be selected and applied to the transactional data.  

• To do this, a representative dataset of Uphold's data must be obtained. The objective 

is to establish a baseline for comparison, and then apply the chosen method to the 

dataset.  

• In the first phase, traditional ML methods will be used, followed by deep learning 

methods in the second phase. All tested techniques will then be evaluated and 

benchmarked to determine the most effective method in this context. 

• Finally, there’s a possibility of applying the selected techniques to the real Uphold 

transactional data, to verify and compare its results with the test results.  

1.3 Intermediate Report Objectives  
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In the initial stage, an intermediate report will be executed, which serves as this present 

document. In this phase, the defined objectives are the following: 

• The problem and objectives for the dissertation must be clearly defined to accurately 

identify and articulate the issue that led to the research and to ensure that the 

formulated objectives are sufficient in addressing the problem. 

• The state-of-the-art and the literature review must be relevant and appropriate to the 

current stage of development, and the identified problem ensuring that the review is 

comprehensive and effectively supports the research objectives. 

• The research methodology, approach, or methods and techniques must be thoroughly 

explained, justified, and aligned with the research objectives, ensuring that the chosen 

design or approach is logically and appropriately suited to achieve the defined 

objectives. 

• The identified research activities must be organized and planned effectively, ensuring 

that the plan is appropriate, feasible, and contains sufficient detail to effectively carry 

out the research and achieve the defined objectives. 

• The potential risks that could impact the success of the research or hinder the 

satisfaction of its objectives must be identified, classified, and mitigation actions must 

be identified and evaluated for their effectiveness to minimize or eliminate those risks. 

• The stages of the research must be aligned and consistent with the activities outlined 

in the initial work plan, ensuring that progress is being made as intended and that the 

research remains on track to achieve its defined objectives.  
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2. RESEARCH METHODOLOGY 

In this dissertation, the investigation methodology employed is rooted in the principles of 

Design Science Research (DSR). DSR is an appropriate methodology for addressing practical 

issues and generating new knowledge and artifacts that can be utilized to enhance the design 

of existing systems or develop new ones. The ultimate outcome of DSR is frequently a new 

artifact, such as a tool, system, or method, that can be applied to improve the well-being of 

individuals or organizations. The specific problem addressed in this dissertation pertains to 

fraud detection in cryptocurrencies using graph techniques, with the research objective being 

to detect and prevent illicit transactions on the Uphold platform. The DSR methodology 

includes the following phases:  

1. Problem identification and formulation: The initial phase of this research project involves 

the identification of a problem or opportunity that can be addressed through systematic 

investigation. This phase includes the definition of the problem, the comprehension of its 

context, and the formulation of clear and specific research objectives.  

2. Literature review: In this phase, the researcher conducts a literature review in this phase 

to gain an understanding of existing solutions, identify gaps in current knowledge, and 

ensure that the proposed solution is novel. The literature review helps to establish the 

relevance and feasibility of the research and serves as a foundation for the design and 

execution of the research, providing a basis for comparison with the results obtained. It is 

an important step in the research process that helps to ensure the research is grounded 

in existing knowledge and contributes to the advancement of the field. 

3. Design and development: This phase of the research process involves designing and 

developing a solution to the problem at hand. This includes the creation of a prototype or 

proof of concept, as well as the definition of the methods and techniques that will be 

utilized to evaluate the solution. The design and development of the solution is a critical 

step in the research process, as it helps to ensure that the proposed solution is practical, 

feasible, and effective. 

4. Evaluation: This phase of the research process is dedicated to testing and evaluating the 

solution developed in the previous phase. The objective of this phase is to determine the 

effectiveness and potential impact of the solution, this can be achieved by conducting user 
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testing, experiments, or other forms of evaluation. The results of these tests and 

evaluations will provide valuable insight into the performance of the solution and will 

inform any necessary adjustments or improvements to the design. 

5. Dissemination and Implication: This phase involves communicating the results of the 

research and its implications to the relevant stakeholders. This can include publishing the 

research in academic journals, presenting it at conferences, or creating a user manual. 

2.1  Application of the Research Methodology  

Following there’s a description of this work's objectives that are related to each one of the 

DSR phases.  

1. Problem identification and formulation: To ensure that the research is comprehensive 

and yields valuable and relevant outcomes, it is imperative to commence by clearly 

defining the problem that initiated the research and outlining the motivation for 

addressing it. Following that, is necessary to establish an objective, and a plan to solve the 

problem, which includes specific and measurable steps, should be laid out to achieve that 

objective. Furthermore, it is essential to conduct in-depth research on the context and 

related concepts of the topic to fully comprehend the field of exploration and be aware of 

the current state of the art. This involves understanding the concepts of cryptocurrencies, 

fraud, AML, and graph analysis.  

2.  Literature review: This phase implicates a thorough review of existing literature in the 

same field of experimentation to gain insight into previous solutions proposed and issues 

identified about the application of ML techniques and graph analysis in the field of AML. 

This includes identifying and describing relevant and related works that have been 

conducted in the past, as well as identifying areas that warrant further exploration in the 

current study.  

3. Design and development: In this phase of the research, after conducting a thorough 

literature review, a methodology is proposed to attain the objectives of the study and to 

add to the existing body of knowledge on the utilization of ML techniques and graph 

analysis in the field of AML. This methodology includes an examination of the specific ML 

and graph analysis techniques that will be employed, the selection of an appropriate 
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dataset, and the establishment of a pipeline for implementation. Following the 

establishment of the methodology, it will be implemented. 

4. Evaluation: The proposed methodology will undergo a thorough evaluation process, in 

which its results will be compared with those of a previous study that employed similar 

techniques. The comparison will be based on metrics that objectively measure the 

performance of the techniques on the identification of fraudulent transactions and will be 

used to determine the effectiveness of the proposed solution in comparison to the 

previous studies. This evaluation process aims to determine the superiority of the 

proposed methodology and its potential to contribute new knowledge to the field of AML. 

5. Dissemination and Implication: In conclusion, the findings of the study will be presented 

in the form of a master's dissertation document at the university. Furthermore, an article 

featuring the key conclusions will be written and submitted for publication, as well as 

presented at an academic conference. 

3. STATE OF ART 

3.1 Cryptocurrencies 

Cryptocurrencies are defined as a digital representation of value, issued by a private developer 

instead of a central bank, credit institute, or e-money institute and can be used as an 

"alternative form of money" (Bank, 2015).  

Blockchain is the underlying technology behind cryptocurrencies. It is a decentralized, peer-

to-peer network that utilizes various cryptographic techniques to create a secure, append-

only database. The consensus protocol allows for the addition of verified and confirmed 

information to the blocks, which are then distributed to all participant nodes in the network 

(Tang et al., 2023). In this way, cryptocurrencies do not require a central authority to process 

and settle transactions, unlike traditional transactions. Instead, transactions are verified 

within a decentralized network through cryptographic techniques and the transaction data 

are then stored immutably on a distributed ledger (Gandal et al., 2018). This happens as the 

input of a signed transaction contains both the hash value of a previous transaction and an 
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index to locate the output since it is a reference to an output from a previous transaction. This 

guarantees that transactions are not easily changed or damaged  (Tang et al., 2023).  

Cryptocurrencies, due to their decentralized and peer-to-peer structure, offer several 

advantages over traditional monetary systems. These include lower transaction costs, 

increased transactional security, and privacy, and higher transaction efficiency (Rejeb et al., 

2021). The transparency of cryptocurrency transactions is one of its key features, as all 

transactions are recorded on the publicly available blockchain (Trozze et al., 2022). 

Additionally, they offer a high degree of privacy as the transactions are not directly linked to 

a specific user or organization (Tang et al., 2023) being pseudo-anonymous in the sense that 

one might know the address of a user but cannot know exactly who he or she is (Yuan et al., 

2018). Blockchain technology, by serving as a public ledger, enables the utilization of analytical 

tools for the purpose of searching for transactions associated with a specific address. This 

includes the capability to search and validate related transactions stored within a specific 

wallet address (Tang et al., 2023).  

3.2 Fraud 

Khrestina et al. (2017) define fraud as attempts to launder proceeds obtained illegally or first-

party fraud or even fraudulent debit card charges. Zhou et al. (2021), on the other hand, define 

fraud generally as an illegal or criminal deception aimed at obtaining financial or personal 

benefits. As the adoption and usage of cryptocurrencies increases, it becomes crucial to 

comprehend and investigate the different types of fraud that occur within this system to 

combat and prevent it effectively. 

While the immutability of transactions on the blockchain has the potential to greatly reduce 

fraud (Tang et al., 2023), the cryptocurrency market remains vulnerable to fraud and scams. 

This is due to its attractiveness to financial crime because of its lack of controls 

(Astrakhantseva et al., 2021) resulting from the pseudo-anonymity (Sabry et al., 2020), not 

existing a central third party to manage the cryptocurrency and regulate the market 

(Eigelshoven et al., 2021), and neither existing any jurisdiction to enforce the law 

(Astrakhantseva et al., 2021).  

As well, according to Trautman (2014), criminals prefer virtual currencies because they offer 

the greatest degree of anonymity for both users and transactions, the ability to move illicit 
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proceeds quickly and confidently from one country to another, low volatility, widespread 

adoption, and trustworthiness. 

Brenig et al. (2015) disagree with the notion that criminals prefer cryptocurrencies solely for 

their technical design features and instead argue that it is the contextual and transactional 

factors that make them attractive for money laundering. They found that instantaneous 

transactions, decentralization, and pseudo-anonymity are positive incentives for criminals, 

while limited acceptance and high price volatility are negative incentives. 

The study by (Trozze et al., 2022) highlights that the cryptocurrency markets are vulnerable to 

various types of fraud and scams, which is a growing concern worldwide. The authors 

conducted a literature review to understand the types of fraud that have already been 

identified and those that might occur in the future. They identified 29 kinds of fraud schemes 

that might occur, such as Ponzi Schemes, phishing scams, and money laundering,  and grouped 

them into four categories, including those considered harmful by experts, those in the public 

sector, those in the private sector, and those in the academic sector. The authors emphasized 

the need for further research to address the problems in the future. 

3.2.1 Money Laundering 

It’s important to note that most of the frauds identified and studied are committed using 

cryptocurrencies as a financial instrument to conduct illegal activities (Brenig et al., 2015), i.e., 

cyber-criminals take advantage of the fragilities of the cryptocurrencies to commit their 

crimes as happens in money laundering, the process of conversion of illicit money which 

comes out of the crime which is then intermixed with licit money to make appear legitimate 

(Korejo et al., 2021) and the major type of fraud focused on in this work. 

Law enforcement agencies globally recognize the use of cryptocurrencies in various criminal 

activities, mostly correlated with economic and financial spheres, in particular money 

laundering (Dyntu & Dykyi, 2018). The use of cryptocurrencies in money laundering activities 

allows criminal organizations to seamlessly transfer funds while evading detection by 

authorities, enabling them to conduct their illegal activities with greater success and less 

likelihood of being caught (Albrecht et al., 2019). This makes it increasingly difficult for law 

enforcement agencies to trace and investigate these illegal transactions (Mabunda, 2018). 
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Even though transactions made using cryptocurrencies are not directly linked to a specific user 

or organization, they can be traced through their associated addresses (Trozze et al., 2022). 

As a result, some users turn to alternatives such as Monero, which offers more privacy, or use 

"mixers" or "tumblers" to obscure the origin of their funds. These methods can form the basis 

for money-laundering schemes on the blockchain. 

The largest case of money laundering to date is that of Liberty Reserve, which in 2013 was 

accused of laundering a staggering 6 billion US dollars. The organization conducted 55 million 

transactions using their virtual currency, "Liberty Dollars" (LD) but converted and stored the 

funds in fiat currency (USD) at the beginning and end of each transaction. This allowed them 

to evade detection and launder the funds using a virtual currency while still ultimately storing 

the funds in a traditional, government-backed currency (Dyntu & Dykyi, 2018). 

3.2.2 Handling fraud 

Given the growing threat of fraud, organizations, particularly those handling cryptocurrencies 

like Uphold, must take action to detect and prevent these deceitful activities. This can be 

accomplished by utilizing existing data and implementing effective controls, which will help to 

safeguard the organization and its customers against financial losses and other negative 

impacts of fraud. 

Anomaly detection is a key technique for addressing fraud, as it involves identifying unusual 

items, events, or observations that raise suspicions by deviating significantly from most of the 

data. Fraud detection, which is a form of anomaly detection, is based on identifying anomalies 

and suspicious behavior in transactions and trade history. 

However, criminals often attempt to conceal their fraudulent activities by mimicking normal 

transactional behavior (Lorenz et al., 2020), making it difficult to detect fraudulent activity as 

an anomaly. As fraudsters continue to develop new methods for committing fraud, it is 

essential to regularly improve these techniques to keep pace with their evolving tactics (Sabry 

et al., 2020). Additionally, due to the decentralized and transparent nature of blockchain 

technology, detecting fraudulent activity by rogue users is a challenging task to analyze, as it 

is hard to trace the generation of money and profits in such markets (Sureshbhai et al., 2020).  

3.3 Anti-Money Laundering 
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Chen et al. (2018) emphasize that given the significant financial losses that result from money 

laundering, organizations must implement effective AML systems, controls, and practices to 

mitigate the risk of money laundering activities.  

AML is a set of activities that involve the examination of customers' transactions by analysts 

and automated systems. The goal is to identify suspicious behaviors that may be linked to 

money laundering (Labanca et al., 2022).  

AML solutions are a component of overall fraud control measures, and they help to automate 

and reduce the manual workload of the screening and checking process. AML solutions 

typically include a combination of software, databases, and analytical tools that can be used 

to monitor and analyze financial transactions for suspicious activity. (Chen et al., 2018). This 

includes monitoring transaction patterns, performing customer due diligence, and 

implementing procedures to detect and report suspicious activities. Such measures can help 

organizations identify and prevent money laundering and to comply with legal and regulatory 

requirements. 

Traditionally, AML regulations require banks and other financial institutions to perform due 

diligence to monitor and prevent customers from performing transactions that may be 

involved in money laundering (Mabunda, 2018). This helps to ensure that banks are proactive 

in the fight against money laundering. 

However, the decentralized and transparent nature of cryptocurrencies and blockchain 

technology makes it much harder to implement traditional AML practices in this case. The 

pseudonymous and decentralized nature of blockchain transactions makes it difficult to track 

the origin of the funds, making it harder to identify and prevent money laundering activities.  

Traditional AML systems are designed to monitor unusual behaviors and detect potential 

money laundering activities. However, as money laundering techniques and financial crime 

are always evolving, the rules and algorithms used by these systems must be updated to 

ensure that they are able to capture these changes (Labanca et al., 2022). Additionally, these 

systems are based on pre-determined rules and are only able to detect known unusual 

behavior, which can result in false negatives if unknown methods of money laundering are 

used (Labanca et al., 2022). Furthermore, the use of specific static thresholds in these systems 

can result in a high number of false positives (Labanca et al., 2022).  
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Therefore, to effectively detect money laundering activities and comply with AML regulations, 

there is a need to develop new methods and technologies that can adapt to the ever-evolving 

nature of money laundering and reduce the number of false positives and negatives. 

3.3.1 Machine Learning 

ML plays a crucial role in the field of AML by helping to identify and prevent financial crimes. 

Overall, ML models can be used to identify unusual correlations and assess the effectiveness 

of money laundering detection algorithms, making them a valuable tool in the fight against 

financial crime. But it is crucial to understand the strengths and limitations of each algorithm 

when applied to the problem of detecting money laundering. This can help ensure that the 

appropriate model is used for a given task and that the results are interpreted correctly.  

There are two main types of ML models: supervised and unsupervised. Supervised ML is 

trained on labeled data and is used to make predictions on new, unseen data. Unsupervised 

ML is trained on unlabeled data and is used to find patterns or structures in the data without 

any prior knowledge of the labels. Supervised learning algorithms, such as decision trees and 

random forests, can also be used to classify cryptocurrency transactions as suspicious or non-

suspicious based on historical data. Unsupervised learning algorithms, such as k-means and 

neural networks, can be used to detect patterns in the data that may indicate money 

laundering activity. 

Further, Han et al. (2020) suggest that using AI and graph learning can help enhance current 

AML solutions. These techniques can analyze financial data, identify patterns and behaviors 

that may indicate money laundering activities, and help to improve the accuracy and efficiency 

of AML systems (Sabry et al., 2020). ML can decrease the false-positive rate, while keeping the 

false-negative rate relatively low, to overcome the drawbacks of traditional AML systems 

(Vassallo et al., 2021). This can help to detect and prevent money laundering activities 

involving cryptocurrencies, which pose privacy and security threats. 

The blockchain is an effective resource for this study as it allows for the public accessibility of 

transaction data. This facilitates the verification of the correlation between account 

operations and the identification of fraudulent activities (Ostapowicz & Żbikowski, 2019). 

Utilizing the publicly accessible data within the blockchain, researchers can gain valuable 

insights into the issue of money laundering. 
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When evaluating the performance of an ML model for AML, it is important to take into 

consideration metrics such as precision, recall, specificity, and F1-score. These metrics can 

provide insight into the model's ability to accurately identify money laundering. The choice of 

metrics used for evaluation depends on the model and whether it is in the training or testing 

phase. Accuracy is often the most highlighted metric by authors when evaluating the 

performance of their models. 

In summary, AI and graph learning can improve AML systems by analyzing financial data and 

identifying money laundering patterns. ML can also decrease false positives and negatives to 

overcome the limitations of traditional AML systems and help detect and prevent money 

laundering activities involving cryptocurrencies. 

3.4 Transactional Graphs  

According to a study by Song et al. (2023) it was found that analyzing the information 

contained within the cryptocurrency transaction network can be an effective method for 

detecting illegal financial activities involving cryptocurrencies. This can include graph analysis 

and graph learning. While graph analysis refers to the process of studying and interpreting the 

relationships and connections between entities within a graph data structure, graph learning, 

on the other hand, refers to the application of machine learning techniques to graph data. 

Graph learning can learn the deep representation of node features directly in the topology of 

the network graph, which avoids time-consuming feature engineering and enhances the 

feature representation of nodes, making it beneficial for fraud detection in financial 

transactions (Li et al., 2022). 

Graph Anomaly Detection (GAD) is a subfield of graph learning, as it utilizes graph 

representations and graph algorithms to identify anomalies in graph-structured data and aims 

to identify anomalous nodes, edges, or sub-graphs, expanding the concept of anomaly 

detection to graphs (Ma et al., 2021). Although, traditional anomaly detection techniques are 

not suitable for detecting anomalies in graph data due to the complex, high-dimensional 

nature of the data. As a result, researchers have turned to deep learning techniques, which 

have been shown to be effective in representing and recognizing patterns in graph data (Ma 

et al., 2021).  
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Graph learning can include various facets such as Node Classification, Graph Classification, 

Node Clustering, Link Prediction, and Influence Maximization (Daigavane et al., 2021). Graph 

learning and analysis can provide a deeper understanding of relationships and interactions 

within the cryptocurrency ecosystem.  

Utilizing graph-based methods allows for the identification of patterns and connections that 

may not be apparent with traditional machine learning algorithms. These methods are 

typically based on or extend deep learning methods, as they can effectively transform graph 

data into vector representations for analysis and manipulation (Xia et al., 2021).  

One type of graph used in this context is a transaction network graph, which is a vectorial 

space representation of the nodes and connections (edges) between them (Song et al., 2023). 

In the UTXO blockchain, such as with Bitcoin, these graphs can be divided into three types: 

address networks, transaction networks, and user networks. The graph-based representation 

enriches the data by incorporating the relations between transactions and facilitates data 

analysis related to link prediction, node classification, forensic investigation, and the 

relationship between entities (Tharani et al., 2021). 

Graph embedding techniques, such as graph2vec or node2vec, have grown in popularity as a 

means for learning latent representations of vertices on large-scale networks. These 

techniques effectively reduce the data dimension of the transaction network and transform 

high-dimensional one-hot node vectors into dense low-dimensional node vectors (Lin et al., 

2020). 

Graph neural networks (GNNs) are a family of neural networks that can operate on graph-

structured data, allowing for the extraction of high-level representations of graphs explicitly 

(Daigavane et al., 2021). This enables various graph analytic tasks such as classification, 

recommendation, and clustering to be performed effectively (Kim et al., 2023). The most 

explored technique in this context is the Graph Convolutional Network (GCN), a neural 

network that operates on local graph neighborhoods, involving a learnable kernel to output 

the node embeddings (Alarab et al., 2020b). 

4. LITERATURE REVIEW 

This literature review focuses on the use of machine learning algorithms for detecting fraud 

and money laundering. It also examines the application of graph learning and analysis in the 
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same field. The concepts discussed in the previous section are used to support and clarify the 

information presented in this review.  

4.1 Machine Learning for Anti-Money Laundering 

Chen et al. (2018) surveyed the literature on ML techniques for AML solutions in the suspicious 

transaction detection area and found that efficient data preparation, data transformation, and 

data analytics techniques are necessary for an AML solution to offer data quality assurance, 

high detection accuracy, scalability, and fast performance in suspicious transaction detection. 

They also found that various ML models, including fuzzy logic, Support Vector Machine (SVM), 

clustering, outlier detection, neural networks, genetic algorithms, Bayesian network, and 

sequence matching have been tested to better evaluate suspicious transactions in the banking 

sector. 

Considering the security concerns surrounding cryptocurrencies, Choithani et al. (2022) 

conducted a study to evaluate the effectiveness of AI and ML algorithms in risk management 

within the banking sector and predict cryptocurrency behavior. Through their research, the 

authors found that utilizing SVM, Long Short-Term Memory (LSTM), and Artificial Neural 

Networks yielded superior results compared to other techniques examined. 

Kamišalić et al. (2021) reviewed studies that examine the potential benefits of combining 

blockchain technology with data mining techniques for anomaly and fraud detection. They 

found that the most used methods were Gradient Boosting, SVM, and Random Forest (RF). 

Additionally, they identified a recent trend toward the use of Deep Learning (Neural Networks, 

and LSTM) for these applications, which corroborates the graph learning approach explored 

in this work.   

Most of the research in this field utilizes machine learning models on the Elliptic dataset, 

which has been a valuable asset to the AML and research communities (Alarab & Prakoonwit, 

2022) and was created by (Weber et al. (2019). The dataset, provided by cryptocurrency 

intelligence company Elliptic, is a graph network of Bitcoin transactions and is one of the 

largest labeled datasets available for any cryptocurrency. Weber et al. (2019) conducted a 

study on Anti-Money Laundering in Bitcoin. The study aimed to address the challenge of 

accurately identifying criminal activity in large, growing datasets of Bitcoin transactions while 

minimizing false positive rates. The researchers used traditional machine learning models (RF, 
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LR, and MLP) and compared their performance to that of GCN. The results showed that RF 

outperformed both LR and GCN, making it a more effective method for classifying Bitcoin 

transactions as illicit. However, the study highlights the potential of graph-based approaches, 

as they may offer valuable insights into this field. Alarab et al. (2020a) applied ensemble 

learning, a combination of various supervised learning techniques, to the Elliptic dataset and 

demonstrated that it outperforms other methods, including the one proposed by (Weber et 

al., 2019). 

Ostapowicz & Żbikowski (2019) and Fawaz Ibrahim et al. (2021) proposed models to detect 

fraudulent accounts on the Ethereum network and classify them as "Fraud" or "Non-Fraud" 

using machine learning. Both studies found that the RF algorithm had the best results in terms 

of recall and false-positive rate. However, Ostapowicz & Żbikowski (2019) noted that the recall 

of 84.92% was not suitable for use in a real-world anti-fraud system. 

The supervised methods have been widely explored in this research field as many authors 

have been proving that these have good results, particularly RF. However, the use of these 

methods is limited by the availability of large-scale labeled datasets (Labanca et al., 2022). i.e., 

when applying supervised methods, it’s important to have historical data with the events 

accurately assigned, this means that the datasets need to be properly labeled (Zhang & 

Trubey, 2019). 

The labeling process is costly and time-consuming, as it requires manual annotation of 

historical transactions, and the complexity of money laundering schemes makes it difficult to 

identify all the entities involved (Lorenz et al., 2020). Even the Elliptic dataset, which is 

considered one of the largest labeled datasets available, has only 2% of transactions classified 

as illicit and 21% as licit. Additionally, Alarab et al. (2020a) note that it is not possible to 

optimize recall and precision simultaneously, as this can lead to an increase in false positives. 

In light of these limitations, Lorenz et al. (2020) proposed using unsupervised methods and 

active learning to detect money laundering in datasets with few labels. By using a dataset with 

just a few hundred labels (5% of the total), the authors obtained similar performance as the 

best-supervised methods. Alarab & Prakoonwit (2022) also referred to this work and 

suggested that it could be applied to the Elliptic dataset. 

Zhang & Trubey (2019) used ML and sampling schemes (to deal with unbalanced data) to 

detect money laundering activities in financial transactions and observed that artificial neural 

networks are the ones that perform better.   
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Labanca et al. (2022) proposed an active learning system for anomaly detection in transaction 

monitoring for money laundering detection in capital markets, which includes an 

unsupervised model for detecting known and unknown anomalous patterns. They found that 

the Isolation Forest algorithm was the best for this task and highlighted the importance of the 

unsupervised component in detecting novel patterns that the supervised models were unable 

to detect. 

Due to the increasing amount of available data in the blockchain, also increases the difficulty 

in searching for preferent data and datasets (Tang et al., 2023). Chen et al. (2018) also pointed 

out that there is an extremely large volume of raw data that is highly imbalanced. This 

naturally happens because money laundering activities are rare events and anomalous 

transactions represent only a small fraction of the total number of transactions (Zhang & 

Trubey, 2019).  

This presents a significant problem as it impacts the accuracy of the model, with a high 

accuracy not necessarily indicating that the model is useful. Therefore, in this case, it’s more 

useful to analyze the trade-offs between recall and FNR.  

To address this issue, Chen et al. (2018) suggested a clustering process to handle the large 

amounts of available data or use semi-supervised techniques. Yang et al. (2019) used a 

heuristic user address clustering method to cluster user pseudonyms and propose a user 

address update algorithm. They mined the user characteristics, classified different types of 

user features, and distinguished between normal users and abnormal user features. They used 

the Gaussian Mixture Model to cluster users and identify users with suspected anomalies 

based on the characteristics of the user classification. Therefore, the authors were able to 

verify the suspicious user and prove that there are abnormal users among suspicious users of 

the experiment.  

As well, Monamo et al. (2017) used k-means clustering and a trimmed version of the algorithm 

to detect fraudulent activity in the Bitcoin transactions network. Both algorithms achieved 

optimal clustering. The trimmed algorithm was able to detect five of thirty well-known 

anomalies. Using k-d trees, they were able to detect two more anomalies.  Based on the 

clustering labels for outliers, the authors employed some supervised classification models to 

understand the relation between the labels and predictor variables. RF achieved the best 

precision. 
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In conclusion, the literature reviewed suggests that traditional machine learning algorithms 

such as SVM, Random Forest, and Artificial Neural Networks have been extensively tested for 

fraud detection in the financial sector, especially for cryptocurrency transactions. However, 

these methods have limitations in the form of high costs for manual labeling, the difficulty of 

detecting rare events, and the challenge of balancing recall and false positive rates. On the 

other hand, unsupervised methods, and active learning, in combination with graph learning, 

have been proposed as alternative approaches to overcome these limitations. These 

approaches show promising results, as demonstrated by recent studies such as those by 

Lorenz et al. (2020) and Labanca et al. (2022). Nevertheless, more research is needed to 

explore the full potential of these methods in real-world anti-fraud systems. 

4.2 Graph Learning and Analysis for Detecting Fraud and Money Laundering 

In recent years, several techniques such as GCNs, DeepWalk, and node2vec have emerged as 

potential solutions for encoding topological structures from graphs into dense 

representations. These techniques aim to place nodes with similar neighborhoods close in the 

embedding space (Khazane et al., 2019). Despite their success, these techniques have 

limitations. For example, DeepWalk and node2vec only consider the structural information of 

the graph and do not incorporate temporal information, such as changes and evolution over 

time (Lin et al., 2020). This could be crucial for certain applications, making it a crucial aspect 

to consider in graph representation studies. 

Motamed & Bahrak (2019) explored the properties of five different cryptocurrencies. They 

aimed to propose algorithms for extracting transaction-related features from Bitcoin-core and 

Ethereum. The authors generated three different types of graphs, including the Transaction 

graph, the Address graph, and the Money flow graph, to visualize the data. They found that 

the address graph and the transaction graph of Bitcoin, as well as the money flow transaction 

graph of Ethereum, were most suitable for visualizing anomalous transactions. They 

emphasized the importance of these visualizations for the future application of machine 

learning algorithms in detecting fraudulent transactions. Sait Canbaz et al. (2020) also 

acknowledged the significance of data visualization in fraud detection and proposed a web-

based software tool for detecting financial fraud through graph representation. 
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Alarab et al. (2020b) proposed a novel approach that combined graph convolutional networks 

(GCN) with linear layers to perform node classification on the transaction graph. The approach 

utilized two sets of features, with the first set being node embeddings obtained from GCN and 

the second set obtained from the latent representation of a linearly transformed hidden layer 

from the original features. The results of the study indicated that the combination of features 

derived from GCN, and the latent representation of a linear layer improved the performance 

of the model in comparison to using graph convolutions alone. 

Alarab & Prakoonwit (2022) addressed the limitations of previous studies that used GCN for 

detecting illicit transactions in the financial industry. These studies did not consider the 

temporal aspect of transactions, leading to limitations in the model's accuracy. The authors 

proposed a new model that combined LSTM and GCN and used active learning methods to 

label unlabeled data. The results showed that the new model outperformed previous studies, 

with an accuracy of 97.77% and an f1-score of 80%. The integration of LSTM was a key 

innovation in the study, as it considers the temporal sequence of transactions and improves 

the performance of the model. 

Singh et al. (2021) aimed to tackle the issue of temporal biasing in the elliptic dataset by 

proposing a GNN-based adversarial loss architecture. The results showed that the GNN-based 

adversarial loss architecture was effective in addressing the problem of temporal biasing, 

leading to improved performance compared to previous studies. 

Pocher et al. (2022) conducted a study comparing the performance of the GCN and GAT with 

that of the baseline approaches, such as RF proposed by Weber et al. (2019). Their results 

showed that GCN outperforms the baseline approaches, suggesting the potential value of GCN 

for this type of research. 

Geng et al., (2022) introduced a graph attention mechanism, an improved version of the GCN, 

to enhance the traceback accuracy for identifying illegal behavior. The results of the study 

showed the potential of the graph attention mechanism as an effective approach for detecting 

illegal activities in blockchain networks. The findings of this study contribute to the growing 

body of literature on utilizing graph learning techniques for addressing security issues in 

blockchain systems. 

Lin et al. (2020) developed a graph embedding method that integrates temporal and weighted 

information from financial transaction networks into node embeddings and applied it to an 

Ethereum network for phishing and non-phishing node classification. The study highlights the 
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importance of considering temporal and weighted information in financial transaction 

networks for fraud detection. 

Caglayan & Bahtiyar (2022) proposed an approach to detect money laundering in financial 

transactions using node2vec, a graph embedding algorithm. The results were evaluated by 

calculating true positives, false positives, false negatives, and true negatives on a banking 

transactions dataset containing money laundering transactions. The study showed that 

node2vec provided better results in detecting money laundering compared to other methods. 

Similarly, in the study by Lopes et al. (2022), node2vec was used to obtain vector 

representations of nodes and edges of criminal networks. The combined use of node2vec and 

predictive ML methods were found to be effective in distinguishing between criminal, non-

criminal, and mixed relationships in criminal networks. These studies highlight the potential 

of node2vec as a valuable tool in the analysis of financial and criminal transactions. 

Further, Zhou et al. (2021)  presented a distributed big data approach for detecting Internet 

financial fraud. The approach utilized node2vec to represent the topological features of the 

financial network graph as low-dimensional dense vectors. The resulting representation was 

then used to classify and predict financial fraud with the help of a deep neural network. The 

study showed that the proposed approach improved the efficiency of financial fraud detection 

with better precision, recall, F1-Score, and F2-Score. These findings suggest the potential of 

utilizing graph embedding and deep learning for effective and efficient Internet financial fraud 

detection. 

Li et al. (2022)  proposed a novel method called TA-Struc2Vec for detecting fraudulent users 

in financial transaction networks. The method considers both structural and transaction 

amount homogeneity in the network and employs ML classification algorithms to classify 

users. The proposed approach, TA-Struc2Vec, was shown to learn stronger structural 

homogeneity and further transaction amount homogeneity compared to previous methods. 

The results of the study indicate the potential of considering both structural and transaction 

amount information in detecting fraudulent users in financial transaction networks. 

Yu et al. (2022) found that phishing nodes in Ethereum networks can be identified by their 

rapid transfer of funds obtained from multiple inputs. To detect such fraud, the authors 

proposed a GCN approach and evaluated its performance using transaction records to 

construct a labeled graph for classification. These findings suggest that graph-based methods 
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have the potential for detecting phishing fraud in cryptocurrency networks and may also be 

applicable to other types of fraud. 

The reviewed literature underscores the importance of graph representation techniques in 

detecting fraudulent transactions, both financial and criminal. The use of GCN, DeepWalk, 

node2vec and their variants (e.g., GNN-based adversarial loss architecture, graph attention 

mechanism) has demonstrated potential in improving fraud detection accuracy. Integrating 

temporal and weighted information and combining graph representation with deep learning 

enhances the performance of fraud detection models. These findings provide a basis for future 

research and showcase the potential of graph representation in addressing security concerns 

in financial and criminal transactions. 

5. METHOD 

5.1 Dataset  

Due to privacy concerns and feasibility problems, real Uphold data could not be used to 

develop the project. Then, one of the main points to develop the methodology was to find an 

online available dataset, that was viable to conduct the project. 

The dataset chosen to implement the project is the Elliptic Dataset because, as described in 

the previous section of the literature review, it is the most explored dataset in detecting 

money laundering. Moreover, after an intensive search, this is the most complete dataset that 

allows for achieving the goals of this project since it is graph-based, which makes it adequate 

for its needs. Additionally, it corresponds to bitcoin transactions, which, is the cryptocurrency 

where most studies focus their attention, it’s the most widely known cryptocurrency, and it’s 

the most secure one.  

A detailed description of the dataset follows. 

This dataset is the world's largest labeled transaction dataset publicly available in any 

cryptocurrency and was created to motivate and enable the development of new techniques 

for detecting illicit cryptocurrency transactions.  
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The dataset is anonymized and corresponds to a transactional graph where a node represents 

a transaction, an edge can be viewed as a flow of transactions between one transaction and 

the other. Each transaction (node) has a label “licit”, “illicit” or “unknown”. 

The graph is made of 203,769 nodes and 234,355 edges. Two percent (4,545) of the nodes are 

labeled class 1 (illicit). Twenty-one percent (42,019) are labeled class 2 (licit). The remaining 

transactions are labeled as unknown. 

There is a time step associated with each node, representing a measure of the time when a 

transaction was broadcasted to the Bitcoin network. The time steps, running from 1 to 49, are 

evenly spaced with an interval of about two weeks. Each time step contains a single connected 

component of transactions that appeared on the blockchain within less than three hours 

between each other; there are no edges connecting the different time steps. 

Each node has 166 features, with the first 94 features representing local information about 

the transaction – including the time step, number of inputs/outputs, transaction fee, output 

volume and aggregated figures such as average BTC received (spent) by the inputs/outputs 

and average number of incoming (outgoing) transactions associated with the inputs/outputs. 

And the remaining 72 features are aggregated features, obtained using transaction 

information one-hop backward/forward from the center node (giving the maximum, 

minimum, standard deviation, and correlation coefficients of the neighbor transactions for 

the same information data (number of inputs/outputs, transaction fee, etc.)). 

Due to intellectual property issues, there is no exact description of all the features in the 

dataset, nor do we have the columns' names.  

5.2 Tools 

5.2.1 Python 

The programming language to be utilized for this project is Python. 

Python is a popular choice for machine learning due to its simplicity, readability, and a large 

community of developers. It has a wide range of libraries and frameworks that make it easy 

to implement various machine learning algorithms and techniques, such as scikit-learn, and 

TensorFlow. These libraries provide pre-built functions and tools for tasks such as data 

processing, model training, and evaluation, which makes it easy for developers to quickly 
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prototype and test their models. Overall, Python's ease of use, community support, and rich 

ecosystem of ML libraries make it an ideal choice for developing ML projects. 

Following, there’s a description of the main libraries used in this work. 

Scikit-learn: This is a library in Python that provides many unsupervised and supervised 

learning algorithms, namely, Regression, Classification, and Clustering.  

Pandas: This is a fast, powerful, flexible, and easy-to-use open-source data analysis and 

manipulation tool, built on top of the Python programming language. 

Numpy: It’s a Python library used for working with arrays. 

Networkx: This is a package for the creation, manipulation, and study of the structure, 

dynamics, and functions of complex networks. 

5.3 The exploitation of existing techniques  

In view of the literature review conducted in the previous section, some concepts and 

techniques need to be further explored to understand how they work and how they can be 

applied to the current work. The literature review highligts the application of supervised 

machine learning algorithms, deep learning, node embedding, and graph neural network, 

namely GCN.  

Graphs are different from normal data in the sense that it brings a lot of complexity, so the 

existing machine learning algorithms face various challenges. Also, the interconnected nature 

of nodes in a graph provides valuable information that can be leveraged for graph 

representation and machine learning.   

5.3.1 Supervised Learning 

Supervised learning on graphs is a type of machine learning where the goal is to learn a 

function that maps the graph's nodes or edges to a target label. The function is learned based 

on a labeled dataset, where the graph and the labels of certain nodes or edges are given. 

5.3.2 Semi-Supervised Learning 

Semi-supervised learning on graphs is a type of machine learning where the goal is to learn a 

function that maps the graph's nodes or edges to a target label. The function is learned based 
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on a partially labeled dataset, where the graph and the labels of only a subset of the nodes or 

edges are given. The remaining nodes or edges are unlabeled. The idea behind semi-

supervised learning on graphs is that the labels of the nodes or edges are correlated with the 

graph structure and the relationships between the nodes. 

In node classification, the goal is to predict the label of unlabeled nodes based on the labels 

of the labeled nodes and the graph structure. 

5.3.3 The traditional strategy  

When working with traditional machine learning methods on graph data, the input is typically 

a graph, and the goal is to extract features that describe the topological structure of the 

network around a specific node. This process is known as feature engineering. These 

topological features, such as the node's degree and centrality, can be combined with 

attribute-based information to train a classical ML model, such as an SVM and LR.  

Figure 1 represents the traditional strategy when applying traditional ML strategies to graphs. 

 

 

The process of feature engineering for graphs can be time-consuming and labor-intensive. 

Representation learning addresses this challenge by automatically extracting features from 

the graph data.  

5.3.4 Node Embeddings 

Node embedding is a specific type of representation learning that maps each node to a d-

dimensional vector, also known as embedding. Node embedding is a technique used to 

characterize the features of a node in a graph, such as its degree, centrality, clustering 

coefficient, and graphlets. 

Figure 1: Traditional ML strategy for node classification 
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One popular method for creating node embeddings is DeepWalk, which uses random walks 

to transform nodes in a network and visualize them in 2-dimensional space as vectors. This 

approach simplifies the feature engineering process and allows the model to learn the data 

structure more efficiently. DeepWalk is a graph embedding technique that is used to create 

node embeddings. It is based on the idea of using random walks to generate sequences of 

nodes and then using the sequences to train a Skip-Gram model, a neural network model 

commonly used for word embeddings. This allows DeepWalk to learn low-dimensional 

representations of the nodes in a graph that preserves the similarity between nodes. The 

resulting node embeddings can be used as input for various ML models.  

Node2vec is an extension of the DeepWalk algorithm that aims to learn more expressive node 

embeddings by incorporating the idea of biased random walks. The idea behind node2vec is 

to explore the graph in different ways by controlling the probability of returning to the 

previous node, the probability of moving to a node connected to the current node, or the 

probability of moving to a node with a similar degree. This allows node2vec to learn 

embeddings that capture both the local and global structure of the graph. The embeddings 

generated by node2vec can be used as input for various ML models. Therefore, node2vec is a 

method to generate node embeddings that can be used in downstream ML tasks. 

5.3.5 Deep Learning  

Despite the efficacy of traditional machine learning techniques within the field of AML, the 

complexity of graph data has presented a number of challenges for these algorithms. To 

address this, GNNs have been developed as a specialized class of deep learning methods, 

specifically designed for the inference of graph-structured data. GNNs offer a direct 

application to graph data and provide a convenient means for performing node-level, edge-

level, and graph-level predictions. 

The utilization of GCNs is a prominent strategy for applying deep learning techniques to graph-

structured data. GCNs are a specialized type of neural network that operates directly on graph 

data, leveraging the network structure to process the data. This allows GCNs to take 

advantage of the topological structure of the graph, incorporating information from both 

neighboring nodes and individual node features. As a result, GCNs are particularly well-suited 

for tasks such as node classification and link prediction, as they can effectively capture the 
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complex relationships present in graph-structured data. Furthermore, GCNs are a powerful 

tool for semi-supervised learning, a common task in graph-based problems.  

it has been shown to be effective in identifying patterns of illicit activity, detecting suspicious 

transactions, and uncovering the underlying structure of the blockchain network in the 

context of cryptocurrency transaction analysis. 

The fundamental inputs for a GCN are the graph structure and node features. The graph 

structure, which is representative of the connections between nodes in the graph, is 

commonly represented in the form of an adjacency matrix or an edge list. The node features, 

on the other hand, denote the characteristics associated with each node within the graph and 

are represented as a matrix, with each row corresponding to a node and each column 

corresponding to a feature. 

One of the defining characteristics of GCNs is their hierarchical structure, which is composed 

of multiple layers, each with a unique function. These layers work in conjunction to process 

the graph data and produce the desired output for a given task. The number of layers in a GCN 

can be thought of as the maximum distance that the node features can travel within the graph. 

Commonly found layers in a GCN include the input layer, graph convolutional layers, non-

linearity layer, and output layer. The number and configuration of these layers may vary 

depending on the specific task and the complexity of the graph data.  

The essential concept behind the layers is that the output of one layer serves as the input for 

the next, allowing for gradual and thorough processing of the graph data. The l-th layer of the 

GCN takes the adjacency matrix A and the node embedding matrix H (l) as input, and uses a 

weight matrix W (l) to update the node embedding matrix to H (l+1) as output, using an 

activation function, typically ReLU (Weber et al., 2019).  

5.4 Task  

This section outlines the methodology and experimental setup proposed, which is based on 

the work of Weber et al. (2019) and Pocher et al. (2022). The study builds upon the work of 

Weber et al. (2019) and Pocher et al. (2022) and takes inspiration from the techniques and 

methods outlined in the previous section of the dissertation.  

The primary objective is to replicate the results of Weber et al. (2019) and Pocher et al. (2022) 

in order to establish a benchmark against which to evaluate the results of this research. 
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To accomplish this, supervised methods for binary classification, such as RF, LR, and Multilayer 

Perceptron (MLP) will be initially employed. These methods are widely used in the field of 

AML but do not incorporate graph information. To address this limitation, it will also employ 

deep learning techniques, specifically GCN, as used by Weber et al. (2019) and Pocher et al. 

(2022) in its research. 

The previous study conducted by Weber et al. (2019) found that the RF algorithm with the 

dataset features concatenated with the embeddings produced by GCN yielded the best 

results. However, Pocher et al. (2022) in their research discovered that GCN alone yielded the 

best results, without testing the node embeddings it produces with the supervised methods. 

This raises the question of whether GCN alone is the optimal solution or if the embeddings it 

produces play a crucial role in achieving superior performance. In this study, we propose to 

also investigate the use of a representation learning technique called node2vec to understand 

if there is another way to obtain node embeddings that can lead to improved performance of 

supervised models. This study aims to provide a deeper understanding of the potential of GCN 

and node embeddings in achieving superior performance. 

5.4.1 Experimental Setup 

As previously stated, this study is based on the Elliptic Dataset, as the Weber et al. (2019) and 

Pocher et al. (2022) studies. To ensure the comparability of results, similar experimental 

setups will be applied. 

The dataset will be divided temporally 70:30 for training and testing purposes. Specifically, 

the first 34 timesteps will be used for training, while the remaining timesteps until 49 will be 

used for testing. This approach allows for a fair evaluation of the models by ensuring that the 

models are trained on a representative sample of the data and tested on unseen data. 

In terms of preprocessing, the features were merged with the classes, class values were 

renamed to integer values and only the part of the dataset labeled licit or illicit was selected. 

Different experimental setups will be tested to evaluate the performance of the models. The 

following steps will be followed: 

1. Supervised models (RF, LR, and MLP) will be trained and tested using only the local 

features of the dataset. 
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2. The same supervised models will be trained and tested again, this time using all the 

features of the dataset. 

3. The node2vec algorithm will be applied to obtain node embeddings and these 

embeddings will be combined with all the features of the dataset. The supervised 

models will be trained and tested again using this augmented dataset. 

4. A GCN model will be trained and tested using the entire dataset.  

This approach allows for a comprehensive evaluation of the models by testing them under 

different settings and comparing the results obtained with traditional supervised methods and 

deep learning techniques. 

With these different setups, we aim to understand the impact of the use of different features, 

embeddings, and graph information on the performance of the models, and to establish a 

benchmark that can be used to evaluate the results of this research. 

5.4.2 Evaluation Metrics  

By using the same parameters as in previous studies of Weber et al. (2019) and Pocher et al. 

(2022), the evaluation of the solutions will be conducted in a consistent and comparable way. 

This will allow for an accurate comparison of the performance of the solutions to the 

established baselines. Benchmarking the performance of each approach studied in this work, 

will determine the effectiveness of the solutions, and identify areas for improvement.  

The use of metrics such as Precision, Recall, F1-score, and the Micro Average Score will allow 

for a comprehensive evaluation of the solutions. Precision measures the proportion of true 

positives among the predicted positives, recall measures the proportion of true positives 

among the actual positives, and F1-score is a measure that combines precision and recall. 

Micro Average Score is a measure that calculates the average precision and recall for all the 

classes. 

For each of the approaches outlined in the previous section, each supervised technique will 

be evaluated by making predictions on the test set and calculating performance metrics. The 

same process will be applied when evaluating the GCN. 

6. PLAN 
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6.1 Risks 

There are no relevant risks associated with this work. 

6.2 Activities 

This section contains the full list of activities to perform during this work.  

Activity 1: Determining the research's focus, including the issue or opportunity it aims to 

address and its primary goals. 

Activity 2: Conducting an in-depth study of the current knowledge and developments in the 

fields of Cryptocurrencies, Fraud detection, AML, and Graph Analysis. 

Activity 3: Performing a thorough review of existing literature to examine the use of ML 

algorithms and graph analysis techniques in the detection and prevention of fraud and AML 

in the context of Cryptocurrencies. 

Activity 4: Finding and selecting a suitable dataset that is representative of the area of 

interest. 

Activity 5: Based on the findings from the literature review, propose a solution and develop a 

method for achieving the proposed solution. 

Activity 6: Select the appropriate software or tools for handling the dataset, analyzing the 

data, and applying the chosen method. 

Activity 7: Writing the intermediate report. 

Activity 8: Carry out replications of the baseline methods from the literature review that used 

the same techniques and dataset as the proposed solution 

Activity 9: Determining the node embeddings for the dataset, and then reproducing the 

baseline methods using these node embeddings to establish a fair comparison and evaluate 

the performance of the proposed solution.  

Activity 10: Applying deep learning techniques to evaluate their performance. 

Activity 11: Writing the final report. 
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Activity 2 X X        

Activity 3  X X X      

Activity 4   X X      

Activity 5    X      

Activity 6    X      

Activity 7 X X X X X     

Activity 8     X X    

Activity 9       X    

Activity 9       X X  

Activity 10 X X X X X X X X X 
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7. CONCLUSIONS 

First, the problems that led to this dissertation were identified and are centered on the issue 

of fraud in cryptocurrency transactions, which Uphold must prevent to meet legal and industry 

standards. The research aims to enhance Uphold's fraud detection and prevention efforts and 

make a meaningful contribution to the field. The study of AML controls and ML in 

organizations, as well as the potential of graph analysis and deep learning, offers a rich and 

untapped area for exploration and growth in the field. The need for constant innovation and 

improvement in fraud detection methods due to the evolving nature of the problem was also 

acknowledged. 

Subsequently, the objectives to respond to these problems and motivations were outlined 

corresponding to the investigation of the cryptocurrency market, detection of patterns of 

fraudulent behavior using graph and ML techniques, and the application of these insights to 

the Uphold platform to detect and prevent illegal transactions and support compliance with 

regulations and risk management activities.  

Next, A comprehensive state of the art was conducted to address the key themes of fraud, 

money laundering, AML, graph learning, and analysis. A literature review was also carried out 

to understand the application of ML and graph learning and analysis in the context of AML. 

The DSR methodology was chosen for this research due to its suitability for addressing 

practical issues and generating new knowledge and artifacts that can be used to improve 

existing systems or create new ones. 

Finally, in accordance with the outlined objectives, a detailed plan of action was created 

including a timeline for the various tasks to be completed during the project's progression. 

Regarding the risks, there were no identified risks.  

In conclusion, the objectives set forth for this intermediate report and the phase it represents 

have been successfully achieved. Additionally, the activities defined in the initial work plan to 

be carried out until this date were fully completed. 
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